
 

Figure 1:  Sentry core (SC) with a dual core processor [19]. 
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ABSTRACT 

As CMOS technology scaling continues to low nanometers, aging 

and device wear-out related degradation is a looming concern. 

With device wear-out mechanisms such as NBTI and PBTI, 

catalyzed by higher temperature, transistor performance worsens 

with time. Similarly with electromigration, interconnects become 

increasingly resistive until they become non-functional. Such 

phenomena initially manifest as delay defects, which in the due 

course of time turn into permanent defects. Online testing is 

needed to avert situations in which such defects show up as errors 

during operation. In this paper we propose an architecture that can 

assist online testing at various levels in a Chip Multiprocessor 

(CMP). The proposed solution revolves around the incorporation 

of a small and simple, functionally limited core called the Sentry 

Core (SC) in the CMP. This core is responsible for assisting with 

testing of the functional cores in a CMP. Since SC is small, it is 

assumed to be hardened during design and remain fault-free 

during useful lifetime of the chip. We explore two of the many 

possible online testing schemes possible with this architecture. In 

the first scheme, we explore the use of SC in triggering 

opportunistic DMR to verify functional correctness of the cores. 

In the second scheme, we evaluate the effectiveness of the SC in 

monitoring and potentially detecting errors in operation of the 

cache coherence protocol. Results indicate that even though 

incorporation of the SC results in an area overhead in the CMP, 

the rich functionality it provides with respect to testing and fault 

tolerance justifies this cost.  

Keywords 
Online testing, Sentry Core (SC), Dual Modular Redundancy 

(DMR), Signature, Cache Coherence. 

1. INTRODUCTION 
The relentless push in technology scaling has led to smaller 

transistors. However, as device dimensions decrease, current and 

power densities increase. This results in increased chip operating 

temperature which accelerates the CMOS wear-out mechanisms 

such as Negative Bias Temperature Instability (NBTI), Time 

Dependent Dielectric Breakdown (TDDB) [13] etc., which 

ultimately results in poor device reliability [4][5]. 

The CMOS wear-out mechanisms initially manifest 

themselves as delay defects [14] during operation, resulting in 

timing violations. As a result, operating frequency must be 

reduced to ensure correct operation. With time, these defects turn 

into permanent defects and the number of such defects increases 

with time. Hence there is need for mechanisms that can monitor 

operation of the chip and flag any deviation from the expected, 

online.  

In this paper, we propose an online testing scheme for a CMP 

which can operate at various levels. This scheme is based on 

incorporation of a small and simple, functionally limited core 

called the Sentry Core (SC), in the CMP (Figure 1). Since this 

core is small and simple, its operation can be assumed to be fault 

free. This assumption is akin to similar assumptions used in 

watchdog processors [16] and the DIVA checker [1]. The SC is 

assigned the task of testing operation of the other more complex 

cores in a CMP. There are a variety of potential tests that can be 

run by the SC. In this paper, we present two such tests. In the first 

scheme, SC is used to trigger and monitor opportunistic DMR. In 

the second scheme, we utilize the SC to monitor and verify the 

operation of the cache coherence protocol in hardware. Additional 

details on each scheme follow later in the paper. 

The rest of the paper is organized as follows: In section 2, we 

provide details on the capabilities and features of the SC and also 

compare it against literature that closely relates to it. In Section 3, 

we present the two possible online testing schemes using the SC. 

Each scheme is compared against state-of-the-art and analysis of 

the results is presented. This is followed by conclusions in section 

4. 

2. THE SENTRY CORE (SC) 
Proposed test solutions are built around the SC which 

verifies the fault-free operation of the general-purpose processor 

cores. In this section, we cover some of the prior work related to 

SC and point out the key differences. We then describe the 

functionality and hardware overhead of incorporating an SC in a 

CMP.  

2.1 Related work 
Incorporation of service cores in a CMP is not a new idea. 

This solution has long been in existence with watchdog 

processors, where small, functionally limited processors are used 

to detect control flow and data errors [20][16]. However, these 

cores are limited in testing capability. For example, in [16], Benso 

et al. use the watchdog processor to verify control flow 

correctness by monitoring the system bus. However, their scheme 

is unable to initiate DMR on the cores in a CMP, something that 

the SC has capability to do. In [1], Austin proposed the DIVA 

checker which is a small companion core for a complex core, 

tasked with verification of functionality in the complex core. The 

basic principle is that if the results from the DIVA core and the 

complex core diverge, a fault is detected. However, this scheme 

can only detect and mask faults in the processor core. It cannot for 

example, verify cache coherence operation. More recently, lau et 

al. [21], presented the partner cores concept, where each complex 

core in a CMP is augmented with a small core for reliability and 

performance improvements. However, pairing a partner core with 

each complex core increases overhead. This is not the case with 



 

Figure 2:  Sequence of steps followed by SC for test scheduling 
[19]. 
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the proposed sentry core solution, where one SC serves multiple 

cores on a chip. The sentry core concept was introduced by us 

earlier in [19]. The focus of that work was to perform 

opportunistic DMR. In this paper, we include a brief review of 

that work. 

2.2 SC features [19] 
The SC is a small and simple core with the objective of 

enabling quick fault detection in a CMP. The SC needs to have 

the capability to initialize the test as well as collect and compare 

results of execution and detect faults if any. To this end it is 

augmented with a variety of features described next.  

2.2.1 Control functions 
To assist in fault detection, the sentry core has support for the 

following operations: 

Detect idle cores: SC has the capability to detect if cores are 

idling. A simple way to do this is by monitoring IPC of the cores. 

Duplicate: trigger a DMR/TMR (Dual/Triple Modular 

Redundancy) configuration by replicating a process and executing 

it on two or three cores. 

Suspend: halt one or all the processor cores to analyze their 

state. 

Resume: resume the operation of a halted core(s). 

Terminate: terminate a process on a core. 

Monitor the shared bus: SC has access to the shared bus. 

Hence it has access to all the cache coherence transactions in the 

CMP. 

Message logging: The SC logs messages in its own cache. It 

can later use this to verify correct operation. 

Knowledge of coherence protocol: The SC has knowledge 

of the cache coherence protocol and hence can predict the next 

state of a cache line based on its current state and the memory 

operation being performed. 

We have listed only a subset of the many possible functions 

that a sentry core can provide for fault detection. This 

functionality can easily be added to any off-the-shelf processor 

that fits the description of the SC by extending the Instruction Set 

Architecture (ISA). In many processors, the opcode field size is 

extensible.  For example, in [10], an example of ISA extension is 

described to incorporate multimedia instructions. The added 

instructions will be used by the SC to facilitate testing of 

multicore. 

2.3 Hardware considerations for the SC [19] 
The SC provides rich fault detection functionality in a CMP 

with a small hardware overhead. To estimate the overhead of 

incorporating the SC in a CMP, we consider for example, the EV4 

(Alpha 21064), and EV6 (Alpha 21264) cores. The functionality 

of the EV4 is sufficient to satisfy the requirements of an SC for a 

CMP comprising of EV6 cores. The EV4 occupies about 11% of 

the area of an EV6 core [11]. Hence, for a dual/quad/eight core 

CMP, the area overhead due to the SC reduces to 

5.5/2.75/1.375%. This is an acceptable overhead for the added 

functionality considering that DIVA [1] adds a 6% overhead. 

While making this comparison in area, it is important to note that 

the SC scheme is a highly scalable solution unlike DIVA which 

incurs a fixed overhead for every core in the CMP. A single SC 

can service a quad, eight or even a sixteen core CMP. However, 

as the number of cores serviced by the SC increases, the time slice 

that each core gets for service reduces. For many core systems, 

additional SCs may be incorporated such that there is one SC for 

every m cores in the CMP. We plan to evaluate this in the future. 

The above is just an example to illustrate the size of the overhead. 

In reality, a customized (rather than an off-the-shelf) SC design 

may have far lower area overhead (< 1%). Incorporation of an SC 

results in heterogeneity which increases the design time, but 

heterogeneity is no longer a novel concept [1],[11] and hence may 

be considered an acceptable practice. 

3. ONLINE TESTING SCHEMES USING 

SC 
There are various testing schemes possible using the SC. In 

this paper, we explore a couple of those. In the first, we leverage 

the SC to trigger opportunistic DMR in the CMP to verify 

functional correctness of the cores. In the second, SC is used to 

verify correct operation of the cache coherence protocol by 

monitoring the shared bus. Next, we describe operations in each 

scheme in detail. 

3.1 Opportunistic DMR  
A multicore chip features more than one functional core, 

creating opportunities for functionally verifying the operations in 

one core using the other. In double modular redundancy (DMR) 

each resource needs to be duplicated. However in a CMP, such 

resources are already in existence. They just need to be exploited.  

In this sub-section, we illustrate the use of SC in opportunistic 

DMR. We first present the recent state-of-the-art in DMR 

schemes and then delve into the details of the proposed scheme. 

We would like to remind the reader that this sub-section is a 

review of our earlier work published in [19]. 

3.1.1 Related work 
DMR/TMR for fault detection has been for long been in 

existence [15]. Modulo redundancy has high area and power 

overhead (200/300%). Redundant Multi Threading (RMT) [2][3] 

is an improvement over such schemes. However, the major source 

of inefficiency in these schemes is the amount of architectural 

state that must be compared. Smolens et al. [18] proposed a RMT 

solution in which the fingerprint of instructions between 

checkpoints is compared for error detection. Hence state 

comparison is replaced by comparison of a simple 32 bit word 

significantly reducing the overheads of RMT. However, 

comparison of states is assumed to be done by an error-free core. 

As will soon be seen, the proposed DMR scheme using SC will 

overcome all of the shortcomings of prior art. 

3.1.2 Opportunistic low overhead DMR using SC 
We try to reduce the overheads of DMR using SC in 2 ways 

(i) initiating DMR opportunistically and (ii) reduce the amount of 

state for comparison. Multicore chips are designed to support peak 

performance, but their average utilization is low [9]. These idle 

cores are ideal candidates for redundant execution. As mentioned 

earlier, SC has the capability to detect idling cores. When an idle 

core is detected, SC initiates DMR by replicating a functional 

thread. To reduce the amount of architectural state that needs to be 

compared, signatures are used. Specifically, two signatures are of 

importance. One signature captures the program execution path by 



 

Figure 3:   An illustration of the fault detection mechanism [19]. 
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Figure 4:   SC in a CMP that employs use of a shared bus. 

 

 

Core 1

L1 cache

Shared bus

Core n

L1 cache

SC

L1 cache

L2 cache

compressing the address of the committed branch instructions and 

the other signature compresses address and data values of the 

memory store operations. Since it is expected that any fault in 

operation will result in a difference in the signatures generated by 

the fault free and faulty cores, this scheme enables efficient 

comparison. The sequence of steps followed by SC for test 

scheduling is shown in Figure 2 and an example illustrating the 

fault detection mechanism  is shown in Figure 3. We evaluated 

this scheme in [19] and found that the proposed opportunistic 

DMR results in fault coverage of ~87%. This is encouraging, 

considering that the workloads used for test purposes were 

functional workloads and not specifically engineered test codes.   

3.2 Cache coherence protocol verification 

using SC 
In the previous section we presented a review of earlier 

work. In this section, we present new work in application of SC in 

verifying cache coherency. 

With the growing popularity of multicores and 

multiprocessor systems, functional correctness of shared memory 

applications is of paramount importance [8][22][23][24]. For 

example, in multiprocessor systems, the data may be shared 

among processors. If a core sharing the data modifies it, other 

cores that share the data must be made aware of this modification, 

else it could lead to stale data usage. Coherence protocols are used 

to avoid this situation. Protocols such as the MESI and MOESI 

define states of each cache line for various operations such that 

data is consistent across cores. They ensure usage of up-to-date 

data. There are various flavors of protocols, such as those based 

on snooping [23] or on the use of directories [26]. In this work, 

we focus on the systems that employ snooping to ensure cache 

coherence. An illustration of such a system with the SC 

incorporated in the CMP is shown in Figure 4.  In these systems, 

memory accesses by any core in the CMP are sent on a common 

shared bus. Other cores snoop this bus, and if they observe an 

access made to a cache line that is present in their cache, 

appropriate actions are taken, as defined by the protocol. Since SC 

is part of the CMP, it has access to the shared bus and as 

mentioned earlier, is also aware of the coherence protocol. Hence, 

by observing the current state of the cache line being addressed 

and the type of operation (read, write etc.), SC knows the 

expected next state for that cache line. If due to some error the 

cache line transitions into a state other than that predicted by SC, 

it will be detected. This is the basic working of the proposed 

system. Even though this system shares similarities with some 

other cache coherence verification schemes [23][22], the benefits 

of using SC for coherence verification will soon be clear. A brief 

overview on recent state-of-the-art in cache coherence protocol 

verification is presented next.    

3.2.1 Related work 
With the growing popularity of shared memory multicores, 

there have been quite a few proposals on the verification of cache 

coherence protocols. In [23], Cantin et al. presented a variation of 

the DIVA checker for cache coherence verification. Just like 

DIVA does for functional correctness of the cores, cache 

coherence transactions were verified using simpler logic. 

However, this scheme required the use of a separate network for 

global verification of coherence states. In [24], Fernandez-Pascual 

et al. present a scheme for cache coherence verification in 

presence of network failures. However, the scheme cannot be 

used to ensure correct transition of coherence states. In [22], 

Borodin et al. present a distributed system to verify cache 

coherence. In their solution, each cache that participates in the 

coherence protocol is assigned a checker that verifies its 

operation. This checker is a replica of the entire cache being 

monitored. Checker logic present in each replica then enables 

verification. This scheme is closest to ours. However, this scheme 

incurs an overhead that increases linearly with the number of 

cores in the CMP unlike ours where a single SC services a number 

of cores. Further, unlike SC which enables many potential testing 

schemes, their scheme only provides assistance to cache 

coherence verification. In [8], DeOrio et al. present a scheme to 

verify cache coherence post silicon.  In this scheme, during the 

verification, part of the cache is used to log accesses made to 

memory. Every so often, a post processing algorithm is used to 

process the logs which detects errors based on discrepancies in the 

logs of various cores. However, this scheme cannot be employed 

online and hence cannot counter errors due to aging. Hence it can 

be seen that even though there exists literature on cache coherence 

verification, they have a few shortcomings. 

3.2.2 The proposed solution  
We propose the use of the SC for verification of coherence 

protocols in snooping bus systems. The fact that SC has access to 

the shared bus makes this scheme very feasible. In the proposed 

scheme, SC maintains a log for each and every access that a core 

in the CMP makes to memory, in its own cache. Whenever a core 

requests access to a cache line, it is seen on the shared bus, and 

hence it is also seen by SC. We assume that along with the 

address of the memory being requested, its current coherence state 

is also broadcast. The same assumption has been made by 

Borodin et al. [22].  SC logs this memory request and also its 

current state. Based on the type of operation involved i.e. read, 

write or invalidate, SC knows the expected next state of the cache 

line. Whenever the same line is accessed again, SC verifies that 



 

Figure 5:   Verification ratio of cache coherence transactions and 

average latency to verification obtained by SC. Number of cores is set 

to 4 and cache size to 32KB. 
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Figure 6:   Verification ratio and average latency to verification with an 

increasing number of cores in the CMP. Cache size set to 32KB and the 
benchmark is radix. 
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the cache line has transitioned to a coherence state as expected. If 

it does, SC retires that entry from the log. If due to an error it does 

not, SC flags a possible error in operation.  

In the cache coherence protocol, there are two types of state 

transitions that must be verified. Firstly, within a local cache, a 

cache line must transition from one state to another 

deterministically. Cache lines shared in multiple caches must also 

be coherent globally. For example, a line that is in the shared state 

in one cache cannot be in the modified state in another cache. This 

will result in a violation of the protocol. The verification of the 

state transition of a local cache line is trivial, as every memory 

access made by a core is acknowledged, either by main memory, 

or by a core that has the line in its cache. However, global 

verification is a more difficult problem. One way to perform 

global verification is by a global broadcast of the cache line state, 

whenever it changes as proposed by Cantin et al. [23]. However, 

this will pose a significant performance overhead. We want to 

avoid this overhead. A cheap way for verification is by observing 

the shared bus. Whenever a cache line that is shared by multiple 

cores is accessed by one of the cores, there is a good chance that it 

will appear on the shared bus. For example whenever a core 

writes to a cache line in the shared state, all other cores sharing 

that line will be notified via the shared bus. Also whenever a 

write/read operation is done to a line in the invalid state, the local 

L1 cache controller will broadcast its request on the shared bus. 

All cores that have a copy of that line in their cache, will respond 

to such a broadcast based on the state of that line in their own 

cache. Such broadcasts are a good chance for global verification. 

However there are problems with this scheme. If a line in the 

shared state is erroneously stored as modified or exclusive locally 

by a core, any future write to this line by the core will result in no 

broadcasts. This will lead to data inconsistency. The error may 

only be detected if in the future, another core has written to this 

line, which results in a broadcast. Hence the latency to verification 

is an important parameter. In this study, we present in addition to 

percentage of transactions verified, the average latency to 

verification. The experimental setup is now described, followed 

by the results 

3.2.3 Experimental setup 
In order to model a cache coherent CMP, we used the SESC 

simulator [6] and the SPLASH-2 benchmarks [25]. The simulator 

was modified to enable cache coherence verification. We used 6 

workloads and each was run for 10M instructions. We present two 

entities, (i) percentage of the cache transactions that may be 

verified by observing the bus and (ii) average time for verification 

of each transaction. We also present a study on the effect of 

increasing number of cores and their L1 caches in the CMP on the 

results. A study on the optimal size of the SC cache, such that all 

requests may be logged is part of future work. To get an upper 

bound on the capability of this scheme, unlimited storage space is 

assumed in this study. The characteristics of the core used for the 

experiments is shown in Table 1. From the table, it can be seen 

that we have used a core that is representative of an Intel® Core™ 

i5. 

Table 1: Parameters used for the experiments 

Parameter Value 

Frequency 2GHZ 

Fetch/Issue/Retire 6 

INTREG 96 

FPREG 80 

INTISQ 36 

FPISQ 24 

ROB 128 

L1$ Data/Instr 32K 

L2$ 2M 

# of cores 4 

Protocol MESI 

 

3.2.4 Results 
The proposed system was evaluated and the results have 

been plotted in Figures 6, 7 and 8. The percentage of memory 

transactions verified by SC, by simply observing the shared bus as 

well as the average time for verification of each transaction is 

plotted.  

 In Figure 6, we have plotted the two metrics for all 6 

workloads. In that experiment, the number of cores was set to 4 

and the L1 cache size to 32KB. It can be seen that on an average a 

verification ratio of above 0.8 is observed which is encouraging 

considering that this is obtained by SC simply monitoring the 

shared bus. This ratio increases if there are many shared memory 

transactions among the cores. Every time the shared lines are 

accessed, as mentioned earlier, a broadcast on the shared bus takes 

place which enables global verification. This also results in lower 

verification time. This was observed for the benchmark raytrace, 

which shows very high verification ratio of 0.96 and a relatively 

low average verification time of 42K cycles. Locality of reference 

also plays a role. The higher the locality of reference, the more 

likely it is that the same cache lines appear on the bus, enabling 

global or local verification. A study on the effect of number of 

cores in the CMP and the size of the L1 cache of the cores was 

also conducted. The results obtained for increasing number of 

cores in the CMP is plotted in Figure 6 for the workload radix. L1 



 

Figure 7:   Verification ratio and average latency to verification with an 
increasing L1 cache size. Number of cores was set to 6 and the 

benchmark is raytrace. 
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cache was kept constant at 32KB for this experiment. In line with 

what can be seen in the figure, in general we observed that with an 

increase in the number of cores in the CMP, verification ratio 

decreases and average verification time decreases. We are 

currently looking into the exact reason for the observed trend. The 

result obtained with increasing cache size is shown in Figure 7 for 

the workload raytrace. The number of cores in the CMP was kept 

constant at 4. It is expected that smaller the cache, more the cache 

evictions and hence greater the chance for verification. This also 

results in reduced average verification time, since cache lines 

reside in the local cache for brief periods. This explains the result 

plotted in the figure. In all figures, large global verification time is 

the reason for the relatively high average verification latency.  

3.2.5 Discussion 
We have seen that SC enables a reasonable fraction of the 

memory transaction state changes (>80%) to be verified by simply 

observing the shared bus. However, there is a small fraction of 

transactions that remain unverified. One way to ensure that all 

transactions are verified is by SC forcing cores to reveal the state 

of the cache line if deemed necessary. Such a procedure would 

incur a performance penalty, since the shared bus would be 

occupied during the process. Depending on the fault model 

chosen, it may be possible to prove that verifying the fraction that 

we do is sufficient to ensure correct operation. This is a part of 

future work. Size of the SC cache for logging requests is also an 

important parameter. Depending on the size of the individual 

caches and the number of cores in the CMP, it may be the  case 

that SC cannot log any more transactions due to limited storage 

space. In the worst case, all cores have mutually exclusive 

contents in their caches, forcing SC to store the cache contents of 

all cores. However, this is rarely the case. We observed that on an 

average, the storage space required was less than half of the total 

cache lines in the CMP. However, for an 8 core system with 

64KB caches results in a requirement that SC cache be at least 

256KB. But this is the case if all transactions must be logged. 

Once again depending on the fault model chosen, it may be 

possible to leave out verification of a few transactions. In that case 

it may be possible for SC to have a smaller cache and yet achieve 

verification. Another solution to reduce SC cache size and have 

complete verification is to have one SC for a set of cores on the 

CMP. All of this is part of future work. We are also currently 

exploring other potential uses of the SC, such as online 

performance guard band tuning and automatic core restart by SC 

on failure. 

4.   CONCLUSIONS 
We have proposed a new approach for online testing of 

multicore processors running multithreaded programs. We 

proposed a diminutive core called sentry sore to provide the basic 

functions of initiating, halting and querying processors. The sentry 

core adds less than 3% in area to a 4 core CMP, but enables a rich 

set of testing features. The sentry core initiates and controls online 

testing of other cores in the CMP. The major advantage of the 

proposed scheme is its versatility and adaptability in different 

testing scenarios. We have presented two of the many possible 

online tests possible. In one of them (review of our earlier work 

[19]), the sentry core was used to initiate opportunistic DMR and 

in the other, it was used for cache coherence protocol verification. 

We found that greater than 80% of the memory transactions can 

be verified by the SC by simply monitoring the shared bus. In 

summary, this is a single scheme that fits the solution for various 

problems. 
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