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Categories and Subject Descriptors  D.2.4 [Software/Pro- tions. In particular, these choices affect the understanol
gram Verificatiof; D.2.13 [Reusable Softwale Reuse the system. For instance, certain combinations of these se-
models mantic choices lead to a possible atomic understanding of

events which makes reasoning about them much easier.
Furthermore, we provide a compositional verification
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Interference, Abstraction, Refinement aspects [12]. Using this technique, model checking is ap-
plied to much smaller models, and for the user who is un-
1. Introduction aware of what the aspect assumes about the underlying event

In reactive systems, events are detected and responses (readetectors, the necessary assumptions are obtained aistomat

tions to the detected events) are activated. These evemts caC@!lY:
be given by a user, software, hardware or by a more complex
processing of lower-level events. Complex Event Procgssin
(CEP) [13, 18] is a paradigm that focuses on the detection,
processing, distribution and consumption of events. 2. Background

Crosscutting concerns are ubiquitous in software sys- In this section we provide the background and related work
tems. Examples of typical crosscutting concerns are laggin  on event and aspect verification in order to later expand on
persistence, security, transaction management and othersour compositional specification and verification technigtie
Aspect-Oriented Programming (AOP) [17] provides a mod- aspects that respond to complex events.
ular representation of crosscutting concerns where theldev
oper indicates where should these concerns be applied and
what should be done. This way, scattering and tangling [24] 2.1 Aspect-Oriented Programming (AOP)

of concerns is avoided. Aspects are applied at several dif- g mentioned above, in AOP, crosscutting concerns can be
ferent locations of the underlying system. Identifyings@e  epresented modularly. Each aspect consists of a set of ad-

locations with event detectors is a very natural approach t0,ice procedures, where each advice indicates where it must

combine events and aspects. _ S be applied and what it must execuRnintcutsare expres-

My research deals with understanding the implications gjqns used to indicate where the aspect should be activated.
of introducing language extensions to handle events andrhey ysually have keywords to represent method calls, fields
developing practical tools and techniques for composiion  get “exceptions thrown and others. Each pointcut captures a
verification in this context. _ ~_ set ofjoinpoints(locations where an aspect may be woven).

Moreover, we consider some of the semantic choices in g5ch AOP language defines its own joinpoint model, that s,
combining events and aspects, their motivation and implica e set of all the locations where an aspect may be activated.
 ACM Membership number: 8906706 A very popular AOP language is AspectJ [17] which ex-
Supervisor: Prof. Shmuel Katz tends Java to include aspects. In AspectJ, the joinpoineinod
does not capture loops or assignments, but does capture
some other dynamic information such as the current con-
trol flow, the actual class of an argument, calls, exceptions
exception handling and others. However, the fragile pointc
problem [23] (an unexpected joinpoint could be added or re-
moved to those captured by the pointcut without noticing)
is a well-known issue in AspectJ, since pointcuts are very
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2.2 Events consideration has ended) and there number of relevant pur-

Combining events with AOP not only aids in reducing the Cchases of the current period is not enough, they Activity
event is triggered, exposing the product for which it is de-

fragile pointcut problem but also provides a clearer way to
represent the locations where an aspect should be woven!€cted:
The combination of events and aspects has been considered

in several related work [1, 14, 20, 22]. However, each QFi"net“‘U";gévpgABg'LJV’\'l‘[)Y (P 1%;)0:‘““)

these extensions either has deficient decoupling propertie info purchaseinfo =new Info();

or is restricted in its expressive power, its compositipal ~ after (Purchase purchase):RelevantPurchase (purchése)

. . . . purchaselnfo.increase (purchase.product());
or its capability to represent crosscutting events in the-co

text of AOP. when(P product):call(P.timeDone()) & target(product
. . . . if (purchaselnfo.count(product¥x= UPPERBOUND)
The work in [4] considers a more natural integration of  trigger (product, purchaselnfo.count(product));

CEP and AOP: event detectors look like aspect definitions} purchaselnfo.reset(product);
but they are only allowed to observe the underlying sys-
tem. Their side-effects are only those given by the possibly Figure 1. LowActivity event
activated responses. In addition, event detectors careigath

information and be hierarchically composed, thus building Example 2. Continuing with the example of Fig. 1, the guar-
more complex event detectors. Aspects can then respond tQypee should express that the event is detected if and only if
complex event detectors. In the present work we considery heriod without enough relevant purchases has ended, and
this event definition, however the ideas presented for cempo 4,4 product exposed is the one for which the event detected.
sitional specification and verification of events and aspect o N

can be applied to different event languages as long as the 10 apply verification we have presented a compositional

observer-detector essence of events is preserved. technique where each event should satisfy a specification
given by an assumption about the underlying system and a
2.3 Event Specification and Verification guarantee about the augmented system. This model - con-

sisting of an assumption and a guarantee - is calk=ilime-

The issue of event specification and verification was ad- . . .
guaranteeMore details are available in [10].

dressed as a first step of this work in [10]. In particular,
different specification languages such as LTL (linear tem- 2.4 Aspect Specification and Verification

poral logic) [21], automata, regular expressions and Kgipk Aspect specification consists of an assumption about the un-

structures were analyzed. LTL allows expressing propeertie .
. . ; derlying system and a guarantee about the augmented sys-
about the exposed information of events according to the L .
e tem expressed in Linear Temporal Logic (LTL). By apply-
events that have occurred before. Other specification lan-. o )
: . ._ing anassume-guaranteerification technique, each aspect
guages such as state machines allow expressing properties

. is verified on its own and on success the aspect can be ap-
by means of paths or words accepted, and are particularly . P .
S plied to any system satisfying its assumption [15]. Modular
useful for defining exactly when the event must or must not

be detected. verification for aspects is applied as follows:

Moreover, the main general properties that need to be 1. The tableau of the assumption is built. The tableau of an

verified about events were presented. A complete guarantee LTL formula is a state machine including every possible
of an eventmustinclude: computation path satisfying that formula.

When is the event detected?More complex event detec- 2 1he aspect is woven. At every place where the aspect

tors and aspects that respond to these events rely on should be woven a transition from the tableau to the

the considered event being detected at the exactly right ~@SPect is added, and at every place where the aspect
places. finishes its execution a transition is added from the aspect

. o to the tableau.
What information is exposed?: More complex event de-

tectors and aspects may also rely on the information 3. The augmented m_odel is checked against the guarantee
exposed by lower-level events, therefore the guarantee USing model checking.

should express the correctness of the exposed informa- Then, given a systerfi satisfying the aspect assumption,
tion. the augmented model including and the aspect will cer-

Example 1. The event detector in Fig. 1 represents when tainly satisfy the aspect guarantee.

there have been insufficient purchases of a product during Example 3. We can consider as an example théscount

a certain period. In this definition, whenever there is a rel- aspect in Fig. 2. This aspect applies a discount to the prod-
evant purchase (indicated by the lower-level event detecto uct for which Low Activity has been detected. A possible
Relevant Purchase), the counter inpurchaselnfo is in- assumption oDiscount would be thatLow Activity is de-
creased. Whenever there is a calltione Done (a period of tected at the right places, and a possible guarantee would be



aspect Discount e BLAST [3] obtains a sequence of interpolants [19] and

after (Product p): LowActivity (p) applies lazy abstraction [16].
applyDiscount(p);
e SATABS [9] translates the program to a boolean program

Figure 2. Discount aspect and interacts with a SAT Solver for verification and re-
finement.
o ) e MAGIC [6] represents concurrent components with la-
that wheneveLowActivity is detected, in future purchases  pelled transition systems (LTS) and compositionally ver-
including the product, the discount will be applied. ifies and finds refinements (using weak bisimulation).

Although all the related work applies CEGAR ideas,
. the use of a counterexample-guided abstraction refinement
Systems usually include several aspects, and there may bgcpeme has not yet been considered for events and aspects.
interference when a group of them is woven to the same Sys-|, articular, the knowledge about the interaction between

tem. There is interference among a set of aspects if each asg, ents and aspects can be used to build a compositional tech-
pect on its own is correct with respect to its specificatian, b nique (to be presented in the next sections).

when the whole system is considered, at least one guarantee

is no longer satisfied. Interference under sequential-ingav .
(only one aspect is woven at a time) was considered in [15]. 3. Problem formulation and Approach

However, in that model, if an aspedtis woven into a sys- The combination of event and aspect verification raises new
tem at the available joinpoints, and then another aspest guestions such as how the aspect verification technique is
woven, the joinpoints of4 added byB are not recognized  affected when aspects respond to events detected. Aspect
(sinceB was addednly after A has already been woven). verification in MAVEN [15] considers pointcuts as temporal

As part of this research, we have also considered the prob-logic formulas. Given that events are now more complex and
lem of interference and cooperation among aspects underhierarchical entities, event specification should now tedus
joint-weaving semantics [11], introducing the specifioati to identify the places where the aspects should be activated
and verification techniques in order to detect interference The method obtained should be sound and compositional,
verify the correctness of a set of (possibly collaboratag)  in order to allow considering aspects responding to differe
pects. However, in that work, aspects are assumed to responévents, and reusing the proofs in different systems to which
to LTL pointcuts but more complex events gathering infor- the library is applied.

2.4.1 Interference

mation are not considered. Considering event guarantees given by LTL formulas, a
naive approach where all the event guarantees are consid-
2.5 Counterexample-Guided Abstraction Refinement ered as part of the assumption of the aspect would yield a

very large model. Asking the user to provide a minimal set
of assumptions is not feasible since the user may not neces-
sarily know which information about the event detectors is
in fact necessary for proving a property.

In model checking, the state-explosion problem is widely
known for making very large model verification unfeasible.
Counterexample-Guided Abstraction Refinement (CEGAR)
[8] is an iterative technique that addresses this problem by
starting verification on an abstract model and applying the 3 1 CEGAR for Event and Aspect Verification
necessary refinements only when necessary.

The abstract model considered at each iteration represent
an overapproximation of the concrete model. Therefore, if a

property expressing what is expected of every path is sat-The main _algorithm is_ pres_,ented in Fig. 3. In this S"he”.‘e'
isfied in the abstract model, in particular it is satisfied in we start with the specification of the aspect and underlying

the concrete model. However, if the property is not satisfied events. The aspect assumption about the underlying events

in the abstract model, the counterexample obtained is ana-ShoUId be an overapproximation of the actual event detec-

lyzed to determine whether the error is real (i.e. it beldngs tion. This initial assumption can be obtained, for instance

the concrete model) or spurious (belongs only to the aktstrac With static code analysis. In the example of Fig. 1 a possible
model). initial assumption about the events could be that whenever

The procedure is applied until the error is found real, or LowActivity is detected, for sure a call tome Done must

all the necessary refinements have been added to prove thdave 9‘?C“r_r8d: _ . .
property satisfied. Verification is applied as in MAVEN [15] (Section 2.4).

CEGAR has be combined with various techniques. Some There are two possible out_comes: either_ yeri_fication suc-
examples are: ceeds ora countere>_<amp|e is fou_nd. If verlflcat!on suc_ceeds
with the overapproximation considered, then in particular
e The original work [8] uses BDDs [5] for spuriousness for the actual event detection definition the aspect guasant
checking and refining. holds, and therefore the aspect is proven correct. Otherwis

0 address these problems, an abstraction-refinement schem
or verifying events and aspects has been presented [12].



3.3 Event semantics

Event
Spec

Aspect
Spec

Correct
Specs i
Event guarantees =>

Aspect's assumption
about the event?

Different event semantic choices regarding event evalnati
may affect the analysis of a library of events and aspects. Fo
example:

1. In which order should event detectors be evaluated? A
first analysis of two options was presented in [4]:

no

Refine
aspect's

aseumption ¢ One possibility is to first evaluate all the event de-

C tectors, and then apply all the aspects for which their
spurious event detector is matched. In this case, reasoning may
seem simpler (the changes applied by an aspect are ig-
nored if another aspect was already decided to be ac-
tivated because of the current set of events detected).
However, this scheme is not consistent with the As-
pectJ’'s behavior (in AspectJ, an aspect is activated if
and only if at the moment to be activated the dynamic
conditions hold as well).

Verify aspect

Check spuriousness

not spurious

Figure 3. Aspect verification

¢ Another possibility is to consider at each joinpoint
which are the possible aspects that may be activated,

the counterexample is analyzed to check whether the error is
real (the counterexample found is consistent with all event
definitions and thus the error is in the aspect or its specifi-

cation) or whether the error is spurious (some information

about the event detectors is missing). This analysis can be
done automatically applying formal verification technigue

and for each of these aspects evaluate the necessary
event detectors. In this case the semantics are closer
to those of Aspectd and to what AOP developers are
used to. However, when applying formal methods the
possible changes made by other aspects should be
considered.

[12] and in case the error is found spurious an appropriate 5 are events allowed to be detected within events? For ex-

refinement is added.
This abstraction-refinement technique in the context of
AOP with events has several advantages:

¢ The user does not need to know what the aspect assumes
about the event detectors for its guarantee to hold.

¢ Each aspect guarantee does not usually need all the infor-
mation about the underlying event detectors. Therefore,
model checking is applied to much smaller models.

¢ Checking spuriousness and finding the appropriate re-

finement is done modularly. Therefore, if the number of 3.

event detectors increases, verification should still be fea
sible.

¢ By the end of the procedure either a real counterexample
is found or the property is verified and the necessary

ample, could an even® be evaluated because of some
statement within another eveA® If so, what would hap-
pen with the aspects that are activated becaugz?dre-
stricting events not to be evaluated within the evaluation
of other events allows a clearer understanding of the sys-
tem, and maintains events’ spectative essence. This re-
striction does not affect the expressive power of events
greatly, it only implies that the developer should reify and
modularize events in order to preserve their modularity
and simplicity.

How does the underlying joinpoint model affect the eval-
uation locations? The set of locations where an event is
potentially detected is tightly coupled to the underlying
joinpoint model.

For the work in [12] we have not restricted the event

information about the events is obtained. model besides the natural assumptions of event evaluation
being atomic (or reducible to atomic) and free of side-
effects. Therefore, different semantic choices can be con-

3.2 sidered under which these assumptions are maintained.

Another question that arises is how to apply compositional . I
interference detection now that aspects may be advised by4' Uniqueness and contributions

other aspects because of events detected during their exeThe approach to answer these questions involved combining
cution. The work already done as part of this research on very different formal verification techniques. Static /s
interference detection [11] has been extended to incotpora can be used for checking that an event does not affect the un-
eventdetectors [12]. This implied analyzing interfereacd derlying system and in [12] was considered to obtain an ini-
cooperation that may arise from the combination of events tial assumption about the underlying events. Model chegkin
and aspects and considering the spectative nature of eventsis used to verify that an augmented model satisfies a prop-

Interference



erty and to analyze whether a counterexample is spurious.rect and complete specifications, thus providing a more user
SAT solvers are used to find appropriate refinements. Takingfriendly specification and verification tool.

advantage of different techniques’ strengths aids in build
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